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PART I
Blockchain in about 10 slides
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Source: https://medium.com/safenetwork/evolving-terminology-with-evolved-technology-decentralized-versus-distributed-7f8b4c9eacb
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Source: IBM

Evolution of computing



 
La sicurezza informatica dei dispositivi medici

Source: https://marmelab.com/

Consensus in P2P

“If two incompatible facts arrive in the 
network, the first one to be recorded 
wins.”

Alice  Bob(10$)→

Alice  Charlie(10$)→
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Blockchain Properties
Source: https://www.arancia-ict.it/blockchain-e-smart-contract/
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Source: blockchainappfactory.com
Types of Blockchain
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Blockchain is not a DB

 CRUD vs CRAB
 Centralized vs Decentralized
 Permissioned vs permissionless
 However can guarantee some properties of a DB

– Integrity of data
– Time stamp
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Do We
need
the
Blockchain?
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Consensus and Verification at scale
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From App to Dapp the "world 
computer" Source: Héctor Ugarte on ResearchGate
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Smart Contracts ● Computer programs that 
may encode agreements, 
policies, rules and 
penalties that can not be 
arbitrarily altered once 
agreed and 
autonomously run on 
the blockchain. 

● Transfer digital assets 
between parties
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Oracles: in-chani vs 
off-chain data

Source: Hackernoon

Source: blokt
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Blockchain and GDPR

 Data Controller vs Decentralized
 Right to erasure (art 17) and rectification (16) vs 

immutability
 Minimization vs Append-Only
 Blockchain and the General Data Protection Regulation – 

A study by EU*

* https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf
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PART II
Blockchain in Healthcare

A case study on medical device traceability

https://hackernoon.com/the-middleman-of-trust-the-oracle-paradox-and-five-protocols-that-can-bring-external-data-into-the-df39b63e92ae
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Plenty of possibilities
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Medical Device Traceability

 EU Medical Device Regulation MDR (EU) 2017/745
 All medical devices covered by the EU MDR must carry a 

Unique Device Identifier (UDI) to ensure identification 
and allow for traceability.

 EU “Database” of all medical devices
 May 2020: MDR date of application
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Unique Device Identification (UDI)
Source: https://easymedicaldevice.com/udi/  

Source: https://www.nist.gov/cyberframework/new-framework
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Classification of Vulnerabilities

Source:https://www.acunetix.com/  



CVE: Common Vulnerabilities and 
Exposures
• Dictionary of vulnerabilities found in software
• Over 120000 entries since 1999

• Specific (product, version)
• Identifier: CVE-<year>-<number>
• Maintained by MITRE 
• https://cve.mitre.org/
• https://cve.mitre.org/cve/search_cve_list.html

• Nowadays, about 15000 new entries assigned per year
Source: prof. Hervé Debar 



CVSS: Common Vulnerabilities Scoring 
System (version 3)
• Standardized representation of the impact of a vulnerability

Source: prof. Hervé Debar 
See: https://www.recordedfuture.com/cvss-scores-guide/

https://easymedicaldevice.com/udi/
https://www.nist.gov/cyberframework/new-framework


CVSS: Common Vulnerabilities Scoring 
System (version 3)

Scoring: https://www.first.org/cvss/calculator/3.0

Source: prof. Hervé Debar 



CWE: Common Weakness Enumeration
• Taxonomy of vulnerabilities

• About 1000 entries

• Different abstraction levels 
• Base/variant: « fundamental » concepts
• Composite: realization of vulnerability requires multiple steps
• Graph/view: agregates over the dataset

• Maintained by MITRE
• https://cwe.mitre.org/ 

• Aggregate organization in views
• Partial coverage of structure

Source: prof. Hervé Debar 

https://cve.mitre.org/
https://cve.mitre.org/cve/search_cve_list.html


2019 CWE Top 25 (excerpt)



Conclusions

 Blockchain is a unique and disruptive opportunity
 Blockchain is not a panacea
 Blockchain requires specific expertise
 Still some technical problems: scalability, bandwidth, oracles, 

smart contracts
 Applicability to medical device traceability appears promising 

https://www.first.org/cvss/calculator/3.0
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